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Certificates Needs, from articles to addresses of
practically all the companies selling Digital
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Acknowledgement How to install RTE3.65 ?

Dear Customer : CE Open eToken folder from the Retail CD and double click on
’ RTE_3.65
We thank you for purchasing eToken Pro, and | would N Click Next

personally like to welcome you to our growing list of satisfied

users. |§‘ eToken Run Time Environment 3.65 Setup = o ] 1

Welcome to the eToken Run

1
The default password for eToken Pro is 1234567890 (and eTOke Y[ 29 Environment 3,05
" : curik Installation Wizard
we recommend that you change and remember the
password of the eToken, there is no way we could reset the i S5 Wi il st T R T
password for the eToken) Environmant 3.85 on your computer

Click Mext to continue or Cancel to exit the Setup
We would also recommend that before you store any RT E o
information (password or Digital Certificate), you should
initialize your eToken with an administrator password, the
details on how you could initialize your eToken along with
other popular support answers could be found at:
http://www.Go4Support.com/home/etoken

Tl I INest > I Cancel ]

We once again thank you for your support in buying our

equen PRO & we would be more than happy if you register Z Select | accept the license agreement and click Next
online at:
R
http://www.itdepot.info/products/etoken/reseller/register End-User License Agreement T 1
. aSpX Please read the following license agreement carefullp e Oke n RTE
ALADDIN KNOWLEDGE SYSTEMS LTD ﬁ

where we would regularly update you about our newest

products, offers and applications launched around eToken. $TOREN ENTERPRISE ERD DSAER LICENRE AGREEMENT
IMPORTANT INFORMATION - PLEASE READ THIS ACREEMENT

CAREFULLY BEFORE OPENING THE PACKAGE ANDJ/OR USIMG

__5;( g THE CONTENTS THEREOF AND/OR BEFORE DOWNLOADING OR
1,/—). b T INSTALLING THE SOFTWARE PROGRAN. ALL ORDERS FOR AND
Rajjesh Mittal USE ‘DF THE. eTDI‘%IlE.N ENTERPRISE PRODUCTS (mchuding without
CEO limitation, libraries, wtilities, diskettes. CD-ROM. eToken™ keys and the

accompanymg techmeal documentation) (heremafter “Product™) SUPP LIEDj

& | accepl the license agresment
= | do not aceept the license agreement

< Back I Hext » I Carcel J
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B How to install RTE 3.65 M How to change eToken Password?

© ClekNex What is the default password of eToken?
l',-':'ﬂ"rlu'wlﬂuhTunP Environment 3.65 Setup - EII xi . .
T ———— 1.( All eTokens are configured at manufacture with the factory
Clck New to begin instalation ETO en . default password.

Your Key to eSecurity

The password is 1234567890

To ensure strong, two-factor security, and to enable full user
functionality, it is important that the user changes the factory
default password to an eToken password of the user's own
choice, as soon as the new eToken is received.

For this reason, the user is forced to change the default
Pl click Nt fo bagin msislistion. password the firsttime the eToken is used.

< Back Hewt > Cancel

How to change the password of eToken?
° Click Finish

. prmE————— =T CE Insert the eToken in the USB port of the computer.
eToken Run Time Enwronment Click Start > programs> eToken> eToken properties
e I Oien 3.65 has been successfully
et enen INStalled, Click Change Password

Click the Finish buttor o exit this installabion

S eToken Properties
eToken
R I E | advanced ()] Tnitialeation  £] Refresh 7] Help
eToken [PRO]
e o i T |
Local Machine
Marme eToken
Type eTaken PRO
R 4 Mol Token POS14 F6.2.5.4
) Product ID 00514
Sy Fitmwiars varsion 4.2.5 .4 [0x8514]
eTaken (AKS Fiu, CARDJOS version CardOSMA.01 (C) Siemens AG 1994-2001

User Present
Administr ator Mok present

4 Beck Firizk Carcel eToken ID Ox4ele9614
Smartcard 1D 26 20bF 1129 1d
Total memory capacity 32766 bytes
Largest free block, 27265 bytes
Color Elue

f . FIPS mode OFF
RTE 3.65 has been successfully installed. 1024-bk RS keys court s
User login Failures it 15 times
Reader name AkSiFdh 0
------------ ENDOFPROCESS LR L )
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B How to change eToken Password? B How to import Digital Certificate in eToken?

and confirm

° Type default password, new password

password . Click OK How to import Digital Certifcate in eToken?

CE Insert the eToken in the USB port of the computer.
Click Start > programs> eToken> eToken properties
Click on Advanced . Type eToken password.Click OK.

= eToken DIIILIPII il

S T T——

eTo‘-fcen

i
Local M & ? i ﬂ— - Password quality

“.' ewTolenPassnords | -
aToken [AKS if.. .

Click on Certificates & Keys

oken Properties 101 x|

eToTcen
3 advanced (9] itelieation #9) Refresh 7 relp:
E

| D sakon [ESR ]

Confirm Token Password:
[ crenge passemca, | RenemesToken., |
A good password is 4t least 8 characters lang and a combination of various 2
lowr case and Upper case haracters, rumbers, ard punchiaton mars. L 4 Ware e >
Type eToken PRO
Token [AKS IF.., Model Toker PO514 F4.2.5.4
ow T 0 | I Product ID 0x0514
M = i Firmware wersion 4.2.5.4 [0x8514]
i 4 CARDOS wersion CardDs{M4.0L (C) Siemens AG 1994-2001
User login failures limit 15 times User Present
Reader name AK5 iFdh 0 Administrator Mok present
eTaken 1D 0x=485d5514
Smartcard 10 24b3cl MObi12
Total memory capacity 32768 bytes
Largest free block 24936 bytes
Calor Red
FIPS made off
~ taze afsnhws oot 5 o
1l Al e 15 fimes
ya Password has successfully changed. o s
° Click on Import Certificate
‘=2 eToken Properties = IDt K'
------------ ENDOFPROCESS LR L )
eToken
| 3] advanced (9] ntislzation £ Refresh %7 Hep
E eToken [PRO]
.. Dietalls | Settings Certfiates & keys |
‘= Exchange key <ErtrustDefault TestContainer > = Chain,
B E5 Enkrust Ready User _ M.___th C’[‘)F-k"
: ‘2= Signature key <EntrustDefault TestContainer> Set &S Deraul t
T £ :
eToken [AKS ‘wExchange key <EntrustReady30205679> ey Protaiion,., [
ALY Key l
Version W3 r =
Serislnumber 545055 ch 5483 03be 48 81 d7 70 8b cT b7 1c
Signature slgorit.,, OIWSEC_shalRSASign
Issuer Entrust Ready User
vaidfrom [ Sunday, Aprl 23, 2006 09:39:32
validto Menday, Apri 23, 2007 15:39:32
Subject Entrust Ready User =
pore... | _metresn |
Capricorn® Capricorn®



M How to import Digital Certificate in eToken? M How to import Digital Certificate in eToken?

7  Select Import certificate from the file  and click OK. . Type the password. Click OK
‘=) eToken Properties ‘J_Q_LP_EI
= eToken Properties
eToken Tok
] advanced (9] intichzstion #9) Refresh 7 bela cloken —
e'?mn"fﬁa—m A e SRR gl P RN
E_
Loce achine “ x| E-w O [ Se—
e PoGnT TSI (ST e —
' I _Import CA Chain... | wmm Mumﬂmg _"“""‘_I
A - £ = »
h  Impart certificate from my personal certiicate store 5et =6 Derat ' ‘password. T p‘“’(‘&ﬂ it CACRAR
eTaken [AKSF... | 4 ' : SR — \ St ais Dt
& Import certificate From the file Key Protection..., I eToken [AKS ... -
AR : Passuord: Il Fey Frotectian,.,
S s | e | R
b7 1c T
Signature algorit,.. OIWSEC_shalRSASign Serial number 54805‘5&543303?394}33157706(::??371c 'l
Issuer Entrust Ready User - Signature algorit... OTWSEC_shal n
vsidfrom [ Sunday, Apr 23, 2006 09:39:32 Issuer Entrust Ready Lser -
validta Monday, April 23, 2007 15:3%:32 Valid from E% Sunday, April 23, 2006 09:39:32
Subject Entrust Ready User = ¥alid to WMonday, April 23, 2007 15:39:32 |
Subject Entrust Ready User *

° Select your certificate file and click open. ‘ Click Yes

—elokenProperties

eToken

‘= eToken Properties

eToken

3 Advancend (3] toisization €3] Refiesn 7y velp 3] advanced (9 tnisleation £ Refresh 24 Help

E
Detail: | Settings ms-ml

| JNG-Flash-Siert_Instsll _\W_BR _—
_JRonen_Nai ZAtest_Sign.pfx eToken Properties e |
i ) By _ Bt cachan.. |
il T B H) Do you want to store 2l C4 certificates on the eToken also? | =0 =0 I
Praotectian,
. ] e | = ,
——————

Version ¥3 3

Serial number. 5430 55 ch 54 83 03 be 43 51 d7 70 6b €7 b7 1c
Signature algorit,.. OIWSEC_shalRSASign

Issuer Entrust Ready User

File name: | | Cpen I
Fles of ype:  [FCS #12 Files [* . ".012) 2| o

i 08
.

vsidfrom [ Sunday, Apr 23, 2006 09:39:32
— ] v, Al 23, 15:39: Yalid to Monday, April 23, 2007 15:39:32
Subject Entrust Ready Liser Subject Entrust Ready Liser

[ Import Certicate. . Mare.. [

g_

LI
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M How to import Digital Certificate in eToken? B Web Sign On

A Security Warning will appear, click Yes

Web Sign On with BooSearch ToolBar

‘= eToken Properties

leTo‘I(en

| 3 ndvenced (%) ritisication £ Refresh 7 Help

Security Warning =

r You are about ba install & certificate From 5 certification autharity (CA) claiming to represant:
sun

windows cannek validate that the certificate is actually from "sun®, You shauld canfirm its origin by conkacting “sun”,
The Follawing number will assist you in this process:

Thurbprint (shal): 1C9433CE 11E0GZGE 41460404 71426DFE FACO0T2C BoosearCh E

arning: 4
IF you instal this roct certificate, Windows wil automatically brust any certificate issusd by this CA. Instaling a.

certificate with an uncenfirmed thumbprintis a security risk. IF you click "Yes" you acknawledge this risk. | o = ; .
e | o> . | Boosearch || eTokenwso S JFl gJsave LOrganize
e P o 5 55 ™ Securely store and manage all web login credentials
b [ ki with a single eToken password. eToken WSO enables
easy, convenient and secure storage of all of your
“ Click OK users’ web logon and access credentials directly from a
web page.
=lolx]
¢Token — — It stores all necessary logon information including
passwords, PIN numbers, account numbers, credit
E _ card details, telephone numbers, URLS, expiration
(S | e RS dates and account notes
- W v e cachon., | . . .
it A he mpon wes sucessl " stooetat | eToken WSO gives users instant access to all their
— [EEEs Internet web accounts by recognizing the saved page
: k ] and automatically filling it out upon presentation of their
o EENGRRESEA :I simple eToken password.
Issuer info@elock,com, US, ¥, McLean, Frontier Technologies ..,
valid fram Monday, April 10, 2006 7:49:58 AM
;fﬁ:i ;Zp'dszrﬁik?ﬁ?vfﬁ?m Frantier Technologi... %] g
2 - [
More... | mefresh Your Secure Data Storage ] . [ Your Online Subscription
Your Secure Key Generator ] Credentials
” The import was successful vour Online Form Filler] [ our e Mai Passwords
’ Your Secure Key Storage ] [ Your Extranet & Intranet Access
P [ Your Corporate Web Banking
Your Certification Key Storage
............ END OF PROCESS  «+ « v e e e e y Storage ] Passwords

Capricorn@) 10 Capricornx) 1



B Web Sign On B Web Sign On

Features of Web Sign On How to install Web Sign On?
? 100 % Spyware Free ? No Backdoors (E Open eToken folder from the CD & double click on WSO_1_4
2 100 % Malware Free ? No Tracking Codes Click Next

i eToken Web Sign On 1.4 Setup - _-.-_Iﬂlﬂ
Welcome to the eToken Web Sign On

eTOT(Q n 1.4 Installation Wizard

Your Key to eSecurity

2 100 % Adware Free ? No Zombie Codes

Benefits of Web Sign On

The Setup Wizard will install €T oken Web Sign On 1.4 on
; your computer.
o8 Enables users to access multiple web Click Nes! to contine or Cancel o et the Setup Wizsrd,

accounts using a single eToken Web Sign On

[

Requires no changes to the web application

Manages multiple logon IDs and passwords

« Bark

Allows users to take their passwords with them (] Select | accept the license agreement and click Next
wherever they go
7 eToken Web Sign On 1.4 Setup - E ;.IE!H
! 1t End-User License Agreement :
Protects the user’s sensitive data and personal i g R T eToT(_en Wil
information Tour Kay to soceunty VWG
ALADDIN KNOWLEDGE 8YSTEMS LTD. f]
Enables a Variety of other Security services eTOKFEN ENTERPRISE END) USER LICENSE AGREEMENT

IMPORTANT INFOEBMATION - PLEASE READ THIS AGREEMENT
CAREFULLY BEFORE OFENING THE PACKAGE AND/OR USING
'THE CONTENTS THEREOF AND/OR BEFORE DOWNLOADING OR
Web Sign On can be downloaded from our website, using the INSTALLING THE SOFTWARE PROGRAM. ALL ORDERS FOR AND

H . USE OF THE eTOKEN ENTERPRISE PRODUCTS (ncludng wathout
f0|IOW|ng address : limtation, lLbraries, utiliies, diskettes, CD-ROM, eToken™ keys and the
accompanying technical documentation) (hersimafter "Product”) SUPPLIED |

http://www.boosearch.com/BooSearch_Tool _bar_with_eToken__
Web_Sign_on.aspx

or http://Awww.6URL.com/0YE4 po || vy [pwe ] _pess |

Capricorn@) 12 Capricornx) 13



B Web Sign On B Web Sign On

/  Click Next ° Click Finish
& eToken web Sign On 1.4 Setup M
=10l eToken Web Sign On 1.4

u.g; x::;n a';,.::;:n eT()f(e n ) eTOt e n has been successfully installed.

Vour Key to eSecurity

{# eToken Web Sign On 1.4 Setup

Tour Key ta eSecurity

F

Click. the Finish button to exit this installation

Web Sign On

< Back

G i) 3 (] e e @) e B

o Installer Information will appear.Click Yes S et

{ Installer Information ﬁ w I oo Sewren |

BocSearch:

Lo kit et
Boogearch Toalbar 15 instaled siong with eToken Web Sign on. "
\ -

Web Sian on for eloken License bs sponsored by BooSearch.com

ENa ucionhise ol ndwont: weel ok vt o
Click Novto abort installation.

Capricorn®) 14 Capricorn@) 15
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B Web Sign On B Web Sign On

° The eToken WSO — Save Profile dialog box opens. The
profile Name and full URL are displayed.Click OK to save
the profile (or Advanced to view advanced settings and

Saving your personal credentials on your eToken

(E Insert your eToken into the USB port.

then OK
° Browse to a password protected website. L )
Enter your username and password for the web site. T —
‘eToken W30 will save this new prafile ta your profiles list
Click the relevant submit/login button. o oc. . EE—

Cancel

Advanced »> l

HAL: Jhitps: /2w Gurl.com /accounts/Servicslogin?seri &)

T Don't show this window again

° The eToken WSO — Login to eToken dialog box opens.

Username: Itestuser )
Enter your personal eToken password and click OK

Password: jeeseee

eToken WSO - Login to eToken B x|
Reme C i ;
. Csmpun;:{er me on this Enter eToken password ta save profile

)&
Sign in I eTaken: |eToken |

eToken pazsword: Ixxxxx»cxxx:ex

[ ok | concel |

The dialog box opens automatically.
Click Yes

NOTE: You can store many profiles for different websites on one

aToken WSO 2 Auknim ok uE e _}g eTokgn. You can_also store several different profiles for the same
. website but for different accounts on the same eToken.

‘whould pou like to zave the login form on this web

% page on your eToken?

Yes Nao |

[ Daon't ask me to save a fam again

Capricornx) 16 Capricornx) 17



B Web Sign On

Using WSO to log on to a password protected website

(E Insert your eToken into the USB port.

° Click Organize . Select your web address or type web
address directly into address bar of browser

Z The eToken WSO - Login to eToken dialog box opens.
Enter your personal eToken password and click OK

[ ]

° Your personal credentials are automatically filled in the login
screen.

END OF PROCESS

Capricornx) 18

M Initialize eToken using RTE 3.65

How do I initialize the eToken using RTE ?

The eToken Initialization feature restores an eToken PRO/NG-
OTP or Smartcard to its initial state. It also enables the
initialization of multiple eTokens and sets the initial eToken
configuration, including:

? User password

? Administrator password (optional).

? Retry counters (for user and administrator passwords)

? Initialization key

? FIPS ornon-FIPS mode

NOTE: The eToken Initialization feature is designed for use
with the eToken PRO, eToken NG-OTP and smartcards.

(E Click Start. Select Run

P l‘ammm »
Outiook Express jwm
B MNotzpad )WM
S oToken Fropeties e
[ contratpanel

@s._ksvwmmmm
Defauks
1) Gocgle Tak QQMTF »
G)Wa&»m @) S Spons
,)Sca‘tj
Al rograms  *

Log| Opens a program, folder, document, or Web site,
[T start &3 trternelEx, <] o)t Teme -0, | ) Google T2k | _jprem

) TDepa:.info

Capricornx) 19



B Initialize eToken using RTE 3.65

° Type regedit into open box and click OK

ya Navigate to and select the following key:
HKEY_LOCAL_MACHINE\SOFTWARE\Aladdin\eToken\
eTProperties

In the right pane,Right click on Advanced and select Modify.

Capricornx) 20

B Initialize eToken using RTE 3.65

° Select Decimal from Edit DWORD value dialog box and
type 31 into the field & click OK

° Close the Registry Editor

¢ Insert the eToken in the USB port of the computer.
Click Start > programs> eToken> eToken properties

Capricornx) 21



B Initialize eToken using RTE 3.65 B Initialize eToken using RTE 3.65

Click on Initialization tab . " Type user password and administrator password  and
click OK

1

]

“ Click on Parameters from eToken Initialization dialog box.
@ Click Intialization tab again & click Start button.

Capricornx) 22 Capricornx) 23



B Initialize eToken using RTE 3.65 B Initialize eToken using RTE 3.65

@ Awarning will appear, click OK @® Click OK

@ Intialization progress will start. S
@ The eToken was successfully initialized.

............ END OF PROCESS f e e e e e e e e e

Capricornx) 24 Capricornx) 25



B How to format eToken B How to format eToken

How to format eToken? ° Select “I accept the license agreement & click Next

To format eToken you need to install eToken utilities 2.0.

eToken Utilities 2.0 can be downloaded from our website,
using the following address :

http://www.isecurity.info/downloadSoft/downloadfiles/utilities.
msi

or http://www.6URL.com/0YC3
or alternatively you can order for the CD.

NOTE: The format can be done with 32K eToken and not
with 64K eToken

Open eToken folder from the CD & double click on

Utilities. Click Next 7  Choose Complete

Capricornx) 26 Capricornx) 27



B How to format eToken B How to format eToken

° Click Next ¢ Insert the eToken in the USB port of the computer.

Click Start > programs> eToken> eToken properties
Click on Certificates & Keys

! A warning will appear, click OK
° eToken utilities has been successfully installed.
—1
i Select the eToken which you want to format and
Click on code selected eTokens.

Capricorn®) 28 Capricorn@) 29
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B How to format eToken M Support

” The format process will take place. Su pport

Gupp@ﬁc%

@ eToken Format is successfully complete. Best Practices to get Faster Support

STEP 1: Check the latest release of softwares & hardwares
at Support Homepage (address given below ), so that we
know you are using the latest releases.

STEP 2: This is a fact that 90% of the problems are not
unigue, someone, somewhere would have had the same
problem before so search our forums (hundreds of questions
listed) before you contact the company

@  Close the eToken Format and click No STEP 3: If you are one of the few unfortunate ones who has

unique problem not listed in our forums then send a mail to
Tier-1 support centre.

NOTE: It is always a good practice to go through right levels
— of support (starting from Tier-1) so that everyone gets

involve in helping you.

eToken support can be access on :

http://www.go4Support.com/home/eToken

END OF PROCESS
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